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Abstract:

Phishing is a form of cyberattack where attackers deceive users
into revealing sensitive information such as credentials or
financial data, often through fake communication channels or
websites. This threat is particularly critical in the financial
technology (fintech) sector, where services rely heavily on digital
transactions and user trust. This study presents a simulated
phishing case targeting Kredivo users to evaluate the
effectiveness of the Digital Forensics framework for Reviewing
and Investigating cyber-attacks (D4l) in digital forensic analysis.
The Cyber Kill Chain (CKC) model was employed to trace attacker
behavior across seven phases, from weaponization to actions on
objectives. Forensic data was acquired using MOBILedit Forensic
Express from two smartphones, namely an iPhone 11 (iOS 15.8.1)
and a Vivo Y21 (Android 8.1.0), which served as simulated
evidence devices. Using the D4l framework, the investigation
successfully identified and correlated key digital artifacts such as
phishing links, OTP transmissions, and unauthorized access logs.
These findings were organized into a visual chain of artifacts to
reconstruct the full attack lifecycle. The results demonstrate that
the D4l framework is effective in guiding structured forensic
investigations and understanding attack patterns, supporting the
enhancement of fintech security strategies.

INTRODUCTION

The rapid growth of financial technology services has revolutionized how users manage
transactions, credit access, and personal finance through mobile platforms [1]. One such
example is Kredivo, a widely used digital lending application in Indonesia that enables users to
make purchases and repay later [2]. Despite the convenience offered by these services, their
increasing popularity has also made them prime targets for cyberattacks, especially phishing
[3]. Phishing is a deceptive practice in which cybercriminals impersonate legitimate entities to
extract sensitive information such as usernames, passwords, and one-time passwords (OTPs)
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[4], [5]. In December 2021, Kredivo users experienced a phishing campaign involving fake
websites, fraudulent messages, and unauthorized access to user accounts [6]. This case
revealed vulnerabilities in both user awareness and security infrastructure, necessitating a
systematic approach to analyze phishing incidents [7].

Although various technical solutions have been introduced to detect and prevent
phishing, many users remain vulnerable due to evolving attack patterns and sophisticated
social engineering [8]. Several studies have explored this issue from different perspectives.
Alkhalil et al. [9] developed a comprehensive phishing anatomy that outlines the entire lifecycle
of phishing attacks. Sangha and Sulistiani [3] identified user ignorance and weak privacy
practices as key factors behind successful phishing in fintech platforms. Athulya and Praveen
[10] highlighted emerging evasion techniques used by attackers, including random URL
generation and phishing kits. Carroll et al. [11] examined the impact of COVID-19 on user
susceptibility to phishing, noting how attackers exploited public fear and remote work
environments. Dimitriadis et al. [12] introduced the D4l (Digital Forensics for Reviewing and
Investigating cyber-attacks) framework, offering structured guidance for analyzing incidents by
mapping digital artifacts to the stages of the Cyber Kill Chain.

In the context of fintech, digital forensic investigations face unique challenges due to
the use of encrypted communication channels, rapid data exchanges, and cloud-based
infrastructures [13]. Fintech platforms often handle sensitive financial data across multiple
devices and applications, making it difficult to isolate, collect, and preserve digital evidence
without disrupting service availability or violating user privacy [14]. Additionally, attackers may
exploit short-lived data sessions and obfuscation techniques, which complicate the timeline
reconstruction and attribution process in forensic analysis [15], [16]. These challenges
underscore the urgency for adaptable, structured, and platform-aware forensic frameworks
that can support effective incident response in the fintech environment.

This study adopts the D4l framework, a Digital Forensics framework for Reviewing and
Investigating cyber-attacks, to investigate phishing threats through a simulated real-world
scenario. The research simulates a phishing campaign targeting Kredivo users by constructing
a phishing website, distributing malicious links via the WhatsApp messaging platform,
collecting user credentials, and analyzing digital artifacts extracted from two smartphones. The
analysis is structured based on the seven phases of the Cyber Kill Chain (CKC), which provides
a comprehensive model to trace attacker behavior from reconnaissance to actions on
objectives [17]. By applying the D4l methodology in conjunction with CKC, the study
reconstructs the forensic timeline and identifies key indicators of compromise throughout the
attack lifecycle. This structured approach enables a deeper understanding of the attacker’s
tactics and the forensic evidence left behind, offering valuable insights for improving fintech
security and digital investigation strategies.

Unlike previous works that primarily focus on phishing detection or user education, this
research contributes by demonstrating a complete phishing incident from attack simulation to
forensic analysis. The integration of a real case study with a practical application of the D4l
framework provides valuable insights into how phishing campaigns operate in the fintech
landscape. The novelty of this study lies in its end-to-end methodology, which bridges the gap
between theoretical cybersecurity frameworks and real-world implementation. The results are
expected to assist cybersecurity analysts, developers, and digital forensics practitioners in
enhancing their incident response capabilities and raising awareness among fintech users.
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METHOD
Research Design

This study adopts a qualitative experimental approach using a simulation of a phishing
attack scenario targeting Kredivo users. The objective is to analyze the incident using the D4l
(Digital Forensics for Reviewing and Investigating cyber-attacks) framework, which integrates
the Cyber Kill Chain (CKC) model as a core analytical structure. The research combines a
practical demonstration of a phishing scheme with digital forensic investigation, enabling an
end-to-end view of how cybercriminals operate and how forensic analysts can reconstruct the
sequence of compromise.

Theoretically, CKC is a conceptual model developed to describe the stages of a
cyberattack, focusing on the offensive strategies of threat actors across seven phases, from
reconnaissance to actions on objectives [18]. In contrast, D4l is a forensic methodology that
emphasizes how investigators can review and analyze digital attacks by identifying, correlating,
and interpreting forensic artifacts left behind during these phases [12]. While CKC serves as a
temporal blueprint of attacker behavior, D4l provides structured investigative steps to
reconstruct that behavior using digital evidence. Thus, D4l uses CKC as a reference for aligning
forensic findings with the attacker’s operational sequence.

Produce and Framework

The D4l framework is structured around the seven phases of the Cyber Kill Chain (CKC):
Reconnaissance (R), Weaponization (W), Delivery (D), Exploitation (E), Installation (I), Command
and Control (C2), and Actions on Objectives (A). These phases represent the chronological steps
typically followed by attackers in a successful cyberattack [19]. The sequential phases of a
cyberattack, as conceptualized in the Cyber Kill Chain (CKC) model, are illustrated in Figure 1.

R j—=» W }—» D |—» E > | » C2 [—p A

Figure 1. the CKC Phases [20]

Figure 1 illustrates the CKC phases. The first phase, Reconnaissance (R), involves the
attacker scanning the internet to collect intelligence about the target. In the Weaponization
(W) phase, a seemingly harmless file or link is prepared and embedded with a tailored malicious
payload. During the Delivery (D) phase, this file is sent to the victim, often through emails or
messaging platforms. Once the file is opened, the attack progresses to the Exploitation (E)
phase, where system vulnerabilities are exploited to execute the payload. The next stage,
Installation (1), establishes persistence by embedding malware into the victim'’s system. In the
Command and Control (C2) phase, the malware opens a covert communication channel to the
attacker's server. Finally, in Actions on Objectives (A), the attacker achieves their goal, such as
stealing data, financial fraud, or gaining unauthorized system access. This model allows analysts
to segment attacks for targeted investigation and response.

To operationalize CKC in digital forensic investigations, D4l introduces a systematic
step-by-step procedure aligned with Indicators of Compromise (loCs). This can be seen in
Figure 2.
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Figure 2. D4l Step by Step Instruction Method [12]

Figure 2 depicts this six-step method. First, the Chose step involves selecting the CKC
phase where an loC has been discovered. Then, in the Identify step, all digital artifacts related
to that phase are identified based on the proposed classification. The third step, Correlate,
examines the relationships among artifacts found within the same or adjacent CKC phases
using NIST-compliant methods. After correlations are established, the Construct Chain of
Artifacts (CoA) step builds a chronological artifact chain that forms a narrative of the attack.
These four steps are then repeated (Repeat) across all CKC phases to ensure thorough
examination. Finally, in the Analyze CoA step, the artifact chain is evaluated to determine if it
represents a systematic cyberattack. The assumption here is that if a sequence of CKC phases
can be reconstructed from artifacts, then a complete or partial attack occurred [20].

This procedure bridges the gap between abstract models and practical investigation by
offering actionable steps based on observable evidence. While CKC provides a theoretical
attack lifecycle, D4l enriches this with concrete guidelines for analysis and evidence correlation.

Testing and Scenario Simulation

To validate the application of the D4l framework, a phishing scenario was simulated to
replicate a realistic cyberattack targeting Kredivo users. The simulated attack follows the stages
of the CKC, beginning from reconnaissance and ending with data exfiltration. The flow of the
attack is illustrated in Figure 3.
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Figure 3. Phishing Attack Scenarios
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To validate the application of the D4l framework, a phishing scenario was simulated to
replicate a realistic cyberattack targeting Kredivo users. The simulated attack follows the stages
of the CKC, beginning from reconnaissance and ending with data exfiltration. The flow of the
attack is illustrated in Figure 3. The attack begins with the perpetrator owning or gaining access
to a database of WhatsApp numbers through reconnaissance activities. These numbers are
collected as potential targets for the phishing campaign. In the weaponization phase, the
attacker configures a WhatsApp message blasting engine, which is programmed to distribute
malicious links to victims via the WhatsApp platform. These links lead to a fake website that
visually imitates the official Kredivo login page. Once the engine is active, the delivery phase is
executed through the WhatsApp App, which sends out phishing messages containing a
deceptive link. The target receives the message and, believing it to be legitimate, opens the
link. In the exploitation phase, the victim is persuaded to fill out a web form on the fake site,
providing sensitive information such as login credentials and a one-time password (OTP). This
data is silently collected and stored.

In the installation phase, the fake website acts as a persistent phishing interface, ready
to capture further data from future victims. Upon submission of credentials and OTP, the
attacker gains unauthorized access to the victim's Kredivo account. In the command and
control (C2) phase, the stolen data is transmitted to a remote server controlled by the attacker.
Finally, in the actions on objectives phase, the perpetrator downloads the exfiltrated data and
proceeds with malicious actions, such as initiating fraudulent transactions or selling the
harvested credentials.

This scenario demonstrates the complete lifecycle of a phishing attack mapped to the
CKC model, which can then be forensically reconstructed using the D4l framework. Artifacts
such as phishing messages, form data, browser logs, and server communication records are
identified and correlated across CKC phases. The simulation provides a comprehensive case for
validating the effectiveness of D4l in understanding, analyzing, and responding to phishing-
based cyberattacks in a fintech context.

RESULTS AND DISCUSSION
Analysis of CKC Phases in the Simulated Attack

This study simulated a phishing attack targeting Kredivo users using the D4l framework
to analyze and reconstruct cyberattacks through the Cyber Kill Chain (CKC). The simulation
encompassed all CKC phases, from Reconnaissance to Actions on Objectives, and was
reconstructed using forensic data extracted from two smartphone devices. The smartphones
served as evidence containers for the simulated victim interactions and were examined to
uncover digital traces related to the attack. The forensic acquisition and analysis processes were
carried out using MOBILedit Forensic Express PRO version 7.4.0.20393, which facilitated the
extraction of chat histories, browser records, and application data. A summary of the tools and
materials used in this study is presented in Table 1.

Table 1. Tools and Materials Used in the Simulation and Forensic Analysis

Category Specification/Description

Smartphone Evidence #1 iPhone 11, iOS version 15.8.1

Smartphone Evidence #2 Vivo Y21, Android version 8.1.0

Forensic Tool MOBILedit Forensic Express PRO v7.4.0.20393
Phishing Infrastructure Phishing domain: kredivo.desylo-santicho.my.id

Server with SSL, Port 80 enabled
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Table 2. Continued: Tools and Materials Used in the Simulation and Forensic Analysis

Category Specification/Description

Messaging Platform WhatsApp-based message blasting engine using
wwebjs.dev

Delivery Medium WhatsApp chat messages with embedded phishing links

Scripting & Web Hosting Custom HTML/CSS/JavaScript frontend; backend logging
server

This setup provided a controlled environment to replicate the attack and trace every
action taken by the simulated attacker and victim. All artifacts recovered during this simulation
were categorized into their respective CKC phases and served as the basis for further analysis
using the D4l framework.

Testing and Scenario Simulation

This study simulated a phishing attack scenario based on a real-world case involving
Kredivo. The simulation was constructed to follow all seven stages of the CKC, beginning
specifically from Reconnaissance and proceeding sequentially to Actions on Objectives. This
order reflects the structure and flow of the actual attacker’s operations, which started from
phishing content preparation rather than intelligence gathering.

The simulation began at the Reconnaissance stage. In the Reconnaissance phase, the
attacker conducted initial information gathering to identify potential victims. This included
researching user behavior, online presence, and publicly available contact data. The attacker
also monitored Kredivo's official website to replicate its design and contents for use in a
phishing website. Tools used in this phase included publicly available information sources and
a custom WhatsApp automation library (https://wwebjs.dev) to scan and manage target
numbers. The gathered intelligence enabled the attacker to craft realistic phishing emails and
messages, increasing the likelihood of success in later phases.

During the Weaponization phase, the attacker created a professional-looking phishing
website hosted at kredivo.desylo-santicho.my.id. The phishing infrastructure included SSL
encryption and a message blasting engine designed to resemble Kredivo's interface. The
attacker embedded social engineering tactics into the phishing content, persuading victims to
enter detailed personal information such as WhatsApp number, gender, occupation, email,
address, and national ID number [21]. This process aimed to maximize credibility and
effectiveness of the phishing attempt by mimicking legitimate Kredivo communication
channels.

The Delivery phase involved sending phishing messages to the identified targets via
WhatsApp. These messages contained the malicious link crafted during the Weaponization
phase and were distributed using an automated message-blasting tool. The message content
was designed to appear as if it came from Kredivo, often including urgency (e.g., promo
expiration or account warnings) to induce user action. This stage is captured in Figure 4,
showing the dissemination of phishing links through the messaging platform.
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Figure 4. Sending phishing links using WhatsApp

The Delivery phase involved sending phishing messages to the identified targets via
WhatsApp. These messages contained the malicious link crafted during the Weaponization
phase and were distributed using an automated message-blasting tool. The message content
was designed to appear as if it came from Kredivo, often including urgency (e.g., promo
expiration or account warnings) to induce user action. This stage is captured in Figure 4,
showing the dissemination of phishing links through the messaging platform.

Once a user clicked the link, the Exploitation phase was triggered. Victims were
redirected to the fake Kredivo login page and prompted to input sensitive information such as
their email, ID number, and OTP. This information was silently collected by backend scripts and
stored in the attacker’s server. Three visuals support this phase: Figure 5 shows the entry of
personal data, Figure 6 illustrates the victim receiving the OTP via SMS, and Figure 7 captures
the OTP being submitted into the phishing form.

Hredivo

Validasi Promo Kredivo

INDRA ADI PUTRA, waktu Anda is
form tinggal
14 menit 26 detik
Nama

angkap

Yredivo

Otorisasi Pengguna

Alamat Tempat Tinggal INDRA ADI PUTRA silahkar] input password

Nomor KTP

Figure 5. Personal Data Entry

+62 851-9899-8069

Indra Adi Putra ini adalah layanan OTP Kredivo O

Figure 6. Credivo OTP Received
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kredivo.desylo-santicho.my.id/otp.php?

100% ¥  No throttli

Otorisasi OTP

INDRA ADI PUTRA silahkan input OTP dari
nomor 085642760001

Figure 7. OTP Input on Phishing Link

In the Installation phase, the phishing site delivered the entered data to the attacker in
real time. Although no malware was directly installed in this case, the attacker's infrastructure
functioned as a persistent data collector, maintaining access to stolen credentials and possibly
preparing for further exploitation. As shown in Figure 8, the phishing infrastructure remained
active, allowing multiple victims to interact with it over time.

Validasi Promo Kredivo

Perkenalkan saya Selvi Ardina customer service dari Kredivo. Akun anda

mendapatkan penawaran limit hingga 100juta. Penawaran ini terbatas, lakukan
validasi segera melalui ht ' antich d/ N

ada pertanyaan silahkan hubungi saya. Dengan senang hati saya akan
membantu.

Figure 8. Link Sending Using WhatsApp

The Command and Control (C2) phase was marked by the attacker's real-time
interaction with the stolen data via a backend server. This infrastructure handled the reception
of credentials, managed session control, and allowed the attacker to prepare or trigger
unauthorized actions on behalf of the victim. Server logs and system behavior confirmed this
ongoing link between victim activity and attacker control. Figure 9 illustrates the attacker’s
monitoring dashboard and command infrastructure.
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Data Target

Figure 9. Target Data Control

The attack culminated in the Actions on Objectives phase, where the attacker used the
stolen credentials and OTP to gain unauthorized access to the victim’s Kredivo account. Once
inside, the attacker could view financial details, initiate fraudulent transactions, or steal identity
data. This final phase demonstrates the completion of the phishing lifecycle and validates the
attacker’s success. Figure 10 captures the final stage, showing victim data processed and stored
in the attacker’s system.

Data Target

ID | Nama Lengkap Password O Nomor HP

Sensor

Figure 10. Target Data That Has Been Inputted by the Victim
This simulation not only recreated a realistic phishing attack with all CKC stages but

also generated a rich dataset of digital artifacts. These artifacts were used in the following
sections to construct a Chain of Artifacts (CoA) analyze the attack through the D4l forensic lens.
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Construction and Analysis of the Chain of Artifacts

The Chain of Artifacts (CoA) is a chronological mapping of evidence that demonstrates
the transition of attacker activity across CKC phases. Each artifact, from the initial message sent
to the user to the final unauthorized login was documented and timestamped. Browser history,
WhatsApp logs, OTP metadata, server access logs, and phishing form submissions were used
to link actions between phases. By analyzing this chain, organizations can identify critical
intervention points. For instance, if phishing messages are intercepted during delivery, the
subsequent phases can be disrupted. Similarly, if unusual C2 behavior is detected, systems can
be isolated before any damage is done.

Understanding the attacker’s timeline enables organizations not only to respond to
incidents effectively, but also to build proactive defense strategies tailored to each CKC phase,
such as privacy protection during reconnaissance, advanced phishing detection during
delivery, and user training to combat exploitation.

Visualization of D4l Findings

The visualization in Figure 11 presents the D4l framework in action, mapping the
artifacts and attack flow across the CKC phases. Each black dot represents a detected artifact
in that phase, while red dashed lines represent cross-phase connections, together visualizing
the modus operandi and attack signature of the attacker.

4 Port 80 D4l Framework Visualization

¥ Programming

® 551

£ # DNS Server
E ngain ¢ Kredivo OTP
4 Engine Whats;&pp . & Kredivo
Blast - Password
List of Target Whatssa-:-““ T: Activi Acquisition of
: P~ Target Personal arget Activity qui
Whatshpp Accounts | Smartphone _ platform . lDaa JPhishing Link___ Monitoring ~__Kredivo Access

R - w = 0D - E - [ - o - A
Figure 11. D4l Framework Visualization of the Phishing Attack Simulation

Figure 11 diagram illustrates the attacker’s artifacts per CKC phase and highlights inter-
phase connections that reflect the attack’s progression. The highest concentration of artifacts
appears in the Weaponization phase, emphasizing the attacker's investment in infrastructure
setup, domain, SSL, scripting, and WhatsApp engine. From Reconnaissance to Exploitation, the
artifacts illustrate the operational flow, with key data inputs and OTP logs confirming victim
interaction. The red lines reflect the coherence and causality between phases, making it easier
to understand the attacker's logic. This form of visualization enhances the utility of the D4l
framework by providing investigators and stakeholders with a clear, visual summary of the
attack lifecycle.
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Discussion

The D4l framework offers several strengths, particularly in its deep focus on the
Examination and Analysis phases of forensic investigation. Its structured methodology enables
investigators to map, correlate, and visualize complex attacks with clarity and precision. In the
Kredivo case, D4l helped trace digital footprints, ranging from phishing messages to final
account access by organizing evidence into logical sequences. The process is also iterative,
allowing investigators to revisit earlier phases if new insights emerge, enhancing both accuracy
and completeness. In addition, D4l supports investigative logic through the 5SW1H approach
(Who, What, When, Where, Why, How), helping explain not only how the attack occurred, but
also why it succeeded.

However, D4l also exhibits limitations. It does not explicitly address the Collection and
Reporting phases of the forensic process, both of which are crucial in real-world investigations.
Without proper guidance on evidence collection, key artifacts may be overlooked or
mishandled, potentially rendering them inadmissible in legal proceedings. Similarly, the
absence of a formal reporting structure can hinder communication of findings, especially in
cross-functional or legal environments. While D4lI's visualization (e.g., Figure 11) offers a helpful
overview, it is not a substitute for a full, standardized forensic report.

These gaps represent opportunities for further development of the D4l framework.
Future research could enhance D4l by integrating systematic collection protocols and
standardized reporting modules to provide a more comprehensive and court-ready forensic
methodology.

CONCLUSIONS AND SUGGESTIONS

This research has demonstrated the applicability of the D4l framework in analyzing
phishing attacks through a simulated case involving Kredivo users. By following the seven
phases of the Cyber Kill Chain, the study successfully identified and correlated digital artifacts
from the weaponization phase to the final actions on objectives. The attack scenario, which
involved social engineering techniques, phishing websites, and OTP harvesting via WhatsApp
messages, was effectively reconstructed using D4l. The framework proved valuable in
supporting detailed post-incident analysis through its pillars of detection, deterrence,
disruption, and information. Furthermore, the structured visualization of artifacts across phases
enabled a clear understanding of the attack flow. However, the findings also revealed that D4l
lacks several critical components such as procedures for digital evidence collection, file
imaging, and standardized reporting. These omissions limit its forensic completeness and legal
applicability in real-world investigations.

To improve the effectiveness of D4l in future implementations, it is recommended that
the framework be expanded to include a dedicated phase for evidence collection along with
clear guidelines for forensic imaging and acquisition. Future researchers should also consider
integrating formal reporting mechanisms to ensure investigative results are well-documented
and usable in legal or organizational contexts. From a broader perspective, service providers
such as Kredivo are encouraged to enhance their security controls and continuously educate
users to recognize and avoid phishing attempts. At the user level, maintaining awareness of
online threats and avoiding the disclosure of personal information through untrusted sources
are essential practices. These recommendations are intended to strengthen the application of
forensic frameworks and promote a more resilient and informed digital environment.
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