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Article Information Abstract:  

 

This review synthesizes research on the impact of blocking delay on 

microcontroller speed and responsiveness in IoT devices for 

industrial automation. It evaluates blocking delay effects on 

microcontroller performance. The review benchmarks scheduling 

and edge computing techniques, identifies mitigation strategies, 

compares case study outcomes, and analyzes architectural and 

software factors influencing blocking delay. A systematic analysis 

of experimental, simulation, and co-design studies was conducted. 

The analysis focused on real-time scheduling, interrupt handling, 

network-induced latency, and edge computing integration. Key 

findings reveal that advanced scheduling algorithms and interrupt 

nesting significantly reduce blocking delays and improve task 

responsiveness. Edge computing and hardware optimizations also 

minimize network-induced latency and enhance local processing 

capabilities. Multiple sources of blocking delay, including resource 

contention and network overload, are mitigated through adaptive 

scheduling and hardware-assisted mechanisms. Real-world case 

studies confirm substantial latency reductions and improved 

control performance in industrial IoT contexts. These findings 

underscore the interplay of software and hardware factors in 

shaping microcontroller responsiveness. The review highlights the 

necessity for scalable, integrated solutions that address dynamic 

industrial environments. It informs the design of more responsive 

and efficient microcontroller-based IoT systems for industrial 

automation. 
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in IoT devices for industrial automation has emerged as a critical area of inquiry due to the 

increasing integration of embedded systems in time-sensitive industrial environments. The 

evolution from traditional embedded control systems to networked IoT architectures has 

introduced complex timing challenges, particularly in real-time task execution and network 

communication latency [1], [2]. Industrial automation demands stringent real-time guarantees 

to ensure process reliability and efficiency, with latency reductions from cloud to edge 

computing paradigms demonstrating significant improvements in responsiveness [3], [4]. The 

proliferation of multicore microcontrollers and advanced scheduling techniques further 

underscores the importance of understanding blocking delays and their effects on system 

performance [5], [6]. 

The specific problem is the negative effect of blocking delays on microcontroller 

responsiveness and throughput in industrial IoT. These delays come from interrupt handling, 

resource contention, and scheduling policies [7], [5]. New mitigation strategies help, but 

understanding how blocking delays affect microcontroller speed is still incomplete [1], [8], [9]. 

Some studies suggest hardware solutions like interrupt nesting and direct register access to 

reduce latency [7], [10]. Others suggest software scheduling and resource allocation [11], [12].. 

This lack of consensus makes it hard to optimize IoT devices for strict real-time industrial tasks. 

As a result, systems may miss deadlines or lose control of performance [13], [14]. 

A conceptual framework for this review integrates three key concepts: blocking delay 

as the latency introduced by task preemption and resource contention; microcontroller speed 

as the effective processing rate under real-time constraints; and responsiveness as the system’s 

ability to meet timing deadlines in IoT edge environments [15], [16], [17]. These concepts are 

interrelated, as blocking delays directly affect both speed and responsiveness, influencing 

overall system reliability. The framework guides the analysis of how architectural and 

scheduling factors impact real-time performance in industrial IoT microcontrollers. 

The purpose of this review is to analyze the impact of blocking delay on microcontroller 

speed and responsiveness in IoT devices used for industrial automation. It aims to synthesize 

detailed analyses and case studies to bridge the identified knowledge gap, providing insights 

into effective mitigation strategies and design considerations. This review adds value by 

consolidating diverse approaches across hardware and software domains, informing future 

research and practical implementations in real-time industrial IoT systems. 

 

METHOD 

This systematic review employed a structured literature search strategy to investigate 

blocking delay impacts on microcontroller speed and responsiveness in industrial IoT devices. 

The methodology comprised four sequential phases, as shown in Figure 1: query 

transformation, database screening, citation chaining, and relevance assessment. 

 

Literature Search and Screening 

The primary research question was broken down into five thematic queries: (1) direct 

blocking delay impacts on microcontroller responsiveness; (2) latency effects and real-time 

execution strategies; (3) scheduling algorithms and the role of edge computing; (4) methods 

for minimizing latency; and (5) alternative frameworks for real-time task scheduling. These 

queries were run against a bibliographic database with over 270 million records. Only peer-

reviewed articles and conference papers that directly addressed blocking delay, microcontroller 

performance, real-time scheduling, network-induced latency, or edge computing in industrial 

IoT were included. Studies unrelated to these topics or lacking methodological rigor were 
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excluded. This process yielded 329 candidate papers. 

 

 
Figure 1. Flow diagram of the article selection process 

 

Citation Chaining and Relevance Assessment 

Backward citation chaining examined the reference lists of core papers to identify 

foundational studies. In contrast, forward chaining captured recent publications citing these 

works, adding 85 papers for a total pool of 414 candidates. To ensure comprehensive 

evaluation, a systematic relevance assessment was then evaluated each paper against review 

objectives, thematic contribution, methodological rigor, and empirical evidence. Through this 

process, 406 relevant papers were identified. Of these, 50 were classified as highly relevant 

based on their substantial focus on blocking delay mechanisms, mitigation strategies, case 

studies, or architectural considerations in microcontroller-based industrial IoT systems. 

Ultimately, these 50 papers constituted the core evidence base for analysis and synthesis. 

 

RESULTS AND DISCUSSION 

Descriptive Summary of the Studies 

Table 1 presents a comprehensive synthesis of the reviewed literature. It is organized 

across five thematic dimensions: blocking delay magnitude, scheduling algorithm efficiency, 

network-induced latency impact, edge computing integration, and case study performance 

outcomes. Each dimension consolidates key findings from multiple studies. The table reveals 

convergent evidence regarding the sources, impacts, and mitigation strategies for blocking 

delays in microcontroller-based industrial IoT systems. It demonstrates the interdependence 

of hardware optimizations, scheduling techniques, and architectural approaches in achieving 

low-latency, responsive microcontroller performance for time-critical industrial automation 

applications. 

 

Table 1. Review of The Studies 

Thematic 

Area 

Key Findings Supporting 

Studies 

Blocking 

Delay 

Magnitude 

High delays from network overload (packet bursts, 

interrupt handling) and resource contention; 60-75% 

reduction via hardware optimization (DRA, parallel 

context saving); variable delays depend on network 

conditions and task scheduling. 

[1], [18], [2], [10], 

[5], [14], [19], [20], 

[21], [7], [8], [17], 

[22], [23], [24], [9], 

[25], [26], [27]  
Scheduling 

Algorithm 

Efficiency 

Adaptive, rate-based, and deterministic scheduling 

improve deadline adherence and responsiveness. In 

addition, multi-task learning and job-class-level 

[11], [28], [29], [30], 

[12], [31], [32], [15], 

[16], [33], [7], [34], 



Pauladie Susanto, et al. / Journal of Technology Informatics (JoTI), Vol.8, No.1, April 2026, Page 37- 49 
 

40 

scheduling enhance resource utilization. Moreover, 

offline and high-precision scheduling reduce runtime 

overhead. Finally, scheduling co-design integrates 

control and timing considerations. 

[35], [6], [36], [37], 

[38], [39], [40], [41], 

[9] 

Network-

Induced 

Latency 

Impact 

Network traffic and interrupt handling are major 

contributors to blocking delays. Furthermore, network 

queuing, congestion, and unreliable wireless links 

increase latency and jitter. However, hardware 

acceleration and optimized protocols can mitigate 

network delays. Additionally, edge/fog architectures 

reduce latency by enabling local processing. 

[1], [18], [21], [33], 

[19], [20], [10], [42], 

[24], [3], [39], [4], 

[2], [43], [44], [45], 

[46], [5], [13]  

Edge 

Computing 

Integration 

Edge computing central to latency reduction (up to 

92.5%); edge analytics, embedded AI, and distributed 

MCU systems improve local processing; hybrid edge-

cloud architectures balance latency and resource 

efficiency; dynamic task scheduling and resource 

allocation adapt to varying workloads 

[3], [43], [47], [44], 

[45], [46], [34], [48], 

[28], [37], [40], [4], 

[49], [10], [11], [33], 

[7], [30], [5], [23], 

[50], [17], [13] 

Case Study 

Performance 

Outcomes 

Leveraging these foundational technologies delivers 

dramatic latency reductions and sharper deadline 

adherence across industrial automation. Rigorous 

RISC-V, ESP32, and Raspberry Pi trials validate the 

gains, fueling heightened control in CNC systems, 

motion control, and smart manufacturing. Yet 

challenges in scaling and optimizing for complex, 

dynamic environments persist.  

[1], [3], [48], [2], 

[28], [41], [7], [8], 

[17], [10], [11], [33], 

[43], [44], [34], [30], 

[47], [23], [50], [22], 

[35], [37], [49], [9], 

[6], [27]  

 

Critical Analysis and Synthesis 

Extending this analysis, the reviewed literature presents a comprehensive yet 

multifaceted exploration of blocking delay impacts on microcontroller performance in 

industrial IoT systems. Substantial advances have been demonstrated in hardware 

optimizations, scheduling algorithms, and architectural innovations. However, critical gaps and 

methodological limitations persist. Table 2 synthesizes the strengths and weaknesses identified 

across seven analytical dimensions. It provides a balanced assessment of current knowledge 

and highlights areas requiring further investigation. 

 

Tabel 2. Critical Analysis of Research Strengths And Weaknesses 

Aspect Strengths Weaknesses 

Impact of 

Blocking 

Delay on 

Micro-

controller 

Respon-

siveness 

Experimental validations robustly 

demonstrate direct correlations 

between blocking delays and 

responsiveness degradation in time-

critical contexts, with network packet 

overload studies providing quan-

titative evidence of deadline misses 

and performance impacts [1], [18]. 

Studies predominantly examine 

isolated scenarios or specific network 

conditions, limiting generalizability to 

heterogeneous industrial 

environments with unpredictable 

workloads [1], [21].  

Scheduling 

and 

Advanced scheduling paradigms 

substantially improve task 

Scheduling solutions are 

predominantly evaluated on limited 
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Interrupt 

Handling 

Techniques 

management and reduce blocking 

delays through predictable overhead 

mechanisms [11], [30], [28]. Interrupt 

nesting techniques such as ENEST for 

RISC-V architectures offer validated 

responsiveness enhancements 

supported by both theoretical 

analysis and practical 

implementations [7]. 

hardware platforms or simulated 

environments, potentially failing to 

capture full industrial IoT constraint 

spectra [11], [30]. Integration 

challenges with legacy systems, 

impacts on system complexity and 

maintainability, and potential 

overhead-induced latency offsets in 

resource-constrained devices remain 

inadequately addressed [13]. 

Edge 

Computing 

and 

Hardware 

Optimiza-

tions 

Edge computing paradigms 

consistently enable significant 

latency reductions through localized 

processing, with case studies 

demonstrating microsecond-level 

responsiveness [3], [4]. Hardware 

innovations including Direct Register 

Access and parallel context saving 

mechanisms effectively minimize 

network I/O and interrupt handling 

delays critical for industrial 

automation [10], [8]. 

Resource contention management 

and deterministic performance 

guarantees in multicore and 

heterogeneous edge platforms 

remain challenging [5], [43]. Edge 

solution scalability, cloud interopera-

bility, and specialized architecture 

requirements constrain widespread 

adoption across diverse industrial 

deployment contexts [10], [8] . 

Sources and 

Mitigation 

of Blocking 

Delay 

Multiple blocking delay sources are 

systematically identified, with 

mitigation strategies spanning 

adaptive scheduling, resource 

reservation, and hardware-assisted 

management demonstrating latency 

and jitter reductions [1], [5], [8], [41]. 

Mitigation approaches 

predominantly address symptoms 

rather than root causes, exhibiting 

reactive rather than proactive 

characteristics [1], [5], [41]. 

Real-World 

Case Studies 

and Practical 

Implica-

tions 

Detailed industrial case studies in 

CNC systems and smart 

manufacturing validate theoretical 

models with tangible metrics on 

system accuracy, deadline adherence, 

and operational efficiency [2], [39]. 

Multi-MCU and hybrid edge-cloud 

implementations demonstrate 

practical enhancement pathways 

[46], [49]. 

Case studies frequently emphasize 

specific applications or controlled 

environments, constraining 

applicability breadth across diverse 

industrial scenarios [2], [46]. 

Integration complexity of multiple 

mitigation techniques, cost-benefit 

analyses, and long-term reliability 

and maintenance considerations 

remain underexplored [49], [39]. 

Architec-

tural and 

Software 

Factors 

Research establishes critical roles of 

multicore architectures, pipeline 

configurations, and RTOS features in 

shaping blocking delay characteris-

tics [22], [6], [38]. Software factors 

including task partitioning and 

dynamic reconfiguration interact 

synergistically with hardware capabi-

Co-design complexity challenges 

practical deployment in legacy or 

resource-limited systems [22], [23]. 

Performance-complexity and 

performance-power consumption 

trade-offs lack systematic 

quantification, while industrial IoT 

device heterogeneity complicates 
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lities, informing effective co-design 

optimization approaches [23], [31]. 

architectural optimization 

standardization [9], [6]. 

Bench-

marking and 

Evaluation 

Methodo-

logies 

Diverse methodologies enable multi-

faceted evaluations and comparative 

analyses of mitigation efficacy across 

scheduling algorithms and hardware 

optimizations [44], [13], [24]. 

Benchmarking uniformity is insuffi-

cient for robust cross-study compa-

risons [13], [12]. Reliance on synthe-

tic workloads and limited datasets 

may inadequately reflect operational 

complexities [44], [45], [24]. 

 

Thematic Review of Literature 

A review of the research shows eight main themes that help address the many 

challenges of reducing blocking delays in microcontroller-based industrial IoT systems. Table 

3 shows how these themes are spread out and linked in the studies. Most papers focus on 

scheduling algorithms and edge computing, which appear in 21 and 18 papers, showing their 

importance to current strategies. Newer themes, like dynamic reconfiguration and control 

system integration, show how research is adapting to more complex industrial needs. 

 

Table 3. Thematic Distribution And Characterization 

Theme Preva-

lence 

Theme Description 

Scheduling 

Algorithms and 

Real-Time Task 

Management 

21/50 

papers 

(42%) 

Response time analysis, slack time scheduling, and task 

partitioning demonstrate improved deadline adherence and 

resource utilization in industrial IoT contexts [11], [13], [30], [29], 

[31]. Moreover, integration with real-time operating systems 

and multi-task learning frameworks further optimizes execution 

under resource constraints [6], [12], [17]. 

Edge 

Computing and 

Latency 

Reduction 

18/50 

papers 

(36%) 

Studies document significant latency reductions and band-

width savings via edge analytics, scheduling optimizations, and 

hybrid edge-cloud architectures in smart manufacturing and 

industrial automation [33], [3], [43], [34], [4], [37], [49]. Task 

offloading and resource allocation strategies in fog environ-

ments optimize real-time performance [39], [47], [40], [36]. 

Interrupt 

Handling and 

Hardware-Level 

Optimization 

15/50 

papers 

(30%) 

Novel techniques, including ENEST and Direct Register Acces, 

achieve substantial interrupt latency and jitter reductions, 

enhancing microcontroller responsiveness [7], [10], [8]. 

Hardware-software co-design approaches incorporating 

parallel context stacks and embedded AI on RISC-V platforms 

advance low-latency processing capabilities [44], [9], [17]. 

Network-

Induced Delays 

and 

Communication 

Constraints 

14/50 

papers 

(28%) 

Research addresses detection and mitigation of network bursts, 

bounded transmission latency analyses, and deterministic 

communication scheduling to ensure timely processing [1], [2], 

[28], [21], [42], [20]. Time-Sensitive Networking (TSN) and Ultra-

Reliable Low-Latency Communication (URLLC) frameworks are 

investigated for reliable, low-latency industrial communication 

[10], [19]. 

Case Studies 

and 

14/50 

papers 

Case studies spanning motion control systems, embedded real-

time controllers, multi-MCU gateways, and CNC systems 
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Performance 

Evaluations 

(28%) document improvements in latency, throughput, and control 

performance under diverse scheduling and hardware 

configurations [2], [48], [22], [35], [15], [16]. Simulation-based 

studies validate task scheduling and resource allocation models 

[39], [41]. 

Resource 

Contention and 

Multicore 

Challenges 

8/50 

papers 

(16%) 

Studies document extreme slowdowns attributable to 

contention and propose runtime control mechanisms such as 

µTPArtc to monitor and mitigate interference, enhancing 

timeliness in industrial IoT applications [5], [22], [6]. 

Dynamic 

Reconfiguration 

and Execution 

Flexibility 

5/50 

papers 

(10%) 

Virtual machine-based approaches enable low-latency 

serialization/deserialization and hot reload capabilities, 

supporting continuous operation without significant blocking 

delays [23], [26]. 

Control Systems 

Integration with 

Scheduling 

5/50 

papers 

(10%) 

Frameworks optimizing sampling frequencies, delays, and jitter 

alongside task scheduling enhance real-time control reliability 

in industrial environments [32], [15], [16], [14]. 

 

Chronological Review of Literature 

The temporal evolution of research on blocking delays in microcontroller-based 

industrial IoT systems reflects a growing depth of understanding and increasing technological 

sophistication. Table 4 presents a chronological synthesis, organized into five distinct periods. 

Each period is characterized by dominant research paradigms, technological drivers, and 

conceptual innovations. This periodization shows a trajectory from foundational scheduling 

and control theory to integrated, multi-layered solutions. These solutions encompass edge 

computing, hardware acceleration, and intelligent resource management. The chronological 

analysis highlights how research priorities have adapted to emerging industrial automation 

needs, new computational architectures, and evolving networking technologies over the past 

two and a half decades. 

 

Table 4. Chronological Evolution of Research Directions And Technological Focus Areas 

Period Research 

Direction 

Characterization and Key Developments 

2000–

2010 

Foundational 

Scheduling 

and Control 

Delay 

Analysis 

Control task jitter analysis and scheduling feasibility assessments 

for real-time embedded controllers provided foundational insights 

into timing predictability requirements [14], [32], [15]. Frameworks 

integrated control performance objectives with scheduling 

decisions. These emphasized latency and jitter minimization in 

closed-loop systems. Early hardware-software co-design studies 

addressed both embedded real-time control and microcontroller 

task scheduling optimization [16], [31], [35]. 

2011–

2015 

Real-Time 

Networked 

Embedded 

Systems and 

Industrial 

Protocols 

Research emphasis shifted toward networked embedded systems, 

addressing performance modeling for real-time Ethernet-based 

industrial automation platforms, including CNC systems [2]. 

Computational delays, communication latency, and jitter in 

embedded controllers operating within industrial network 

infrastructures became central concerns [21], [42]. Multicore 

microcontroller adoption introduced hardware resource 
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contention challenges affecting real-time performance 

predictability, necessitating new analytical frameworks for timing 

verification in parallel processing architectures [22]. 

2016–

2020 

Edge 

Computing 

Emergence 

and 

Scheduling 

Innovations 

Edge computing paradigms emerged as transformative 

approaches to latency reduction through computational 

redistribution toward data sources, fundamentally reshaping 

industrial IoT architectures [47]. Scheduling algorithm innova-tions 

for distributed real-time applications proliferated, with novel 

intelligent adaptive methods managing complex task sets in 

embedded IoT systems to enhance processor utilization and 

reduce deadline violations [29], [27]. Energy-efficient archi-tectures 

and microarchitectural pipeline optimizations gained prominence 

to support mobile and resource-constrained platforms, reflecting 

growing recognition of power-performance trade-offs in industrial 

deployments [25], [24]. 

2021–

2022 

Adaptive 

Scheduling 

and Resource 

Management 

in IoT-Edge 

Ecosystems 

Adaptive scheduling frameworks specifically tailored for resource-

constrained IoT devices have matured significantly, incorporating 

multi-task learning techniques and weakly hard real-time models 

to accommodate timing violations while maintaining schedulabi-

lity guarantees [30], [12]. Network packet overload detection and 

mitigation strategies for time-critical IoT devices addressed 

communication-induced blocking delays systematically [1], [19]. 

Continuous data stream operator scheduling in fog-edge 

environments optimized resource allocation for analytics 

workloads, while orchestration frameworks for distributed real-

time applications enhanced coordination across heterogeneous 

edge nodes [40], [37]. 

2023–

2025 

Advanced 

Hardware 

Optimizations 

and 

Integrated 

Edge 

Architectures 

Contemporary research emphasizes hardware-software co-design 

with RISC-V microcontrollers, featuring parallelized interrupt 

handling and context switching innovations that minimize blocking 

delays and achieve best-in-class interrupt latencies [7], [10], [8], 

[17]. Edge computing paradigms have achieved architectural 

maturity through deterministic scheduling algorithms, multicore-

capable real-time operating systems, and integrated task 

scheduling strategies balancing computational and 

communication demands [28], [11], [33], [43]. Industrial 

automation case studies demonstrate substantial responsiveness 

and reliability improvements via hybrid edge-cloud frameworks, 

dynamic reconfiguration mechanisms, and AI-enabled inference 

on microcontrollers under stringent latency constraints [3], [4], [44], 

[49], [23]. Attention to multicore resource contention mitigation 

and runtime control mechanisms reflects growing architectural 

complexity [5], [6], [9]. 

 

CONCLUSIONS AND SUGGESTIONS 

This systematic review of fifty studies shows that blocking delays critically compromise 

microcontroller speed and responsiveness in industrial IoT devices. These delays stem from 
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network-induced latencies, interrupt handling inefficiencies, and resource contention. As a 

result, deadline violations and real-time performance degradation occur. Although substantial 

progress has clarified delay magnitudes and causal mechanisms, heterogeneity and dynamism 

in industrial environments remain key challenges for robust mitigation across platforms and 

workloads. 

Three primary mitigation strategies emerge. Adaptive, rate-based, and deterministic 

scheduling algorithms with interrupt nesting help improve deadline adherence. However, 

deployment in resource-constrained systems remains complex. Edge computing reduces 

latency using localized processing, embedded AI, and hardware optimization, achieving 

microsecond-level responsiveness, though multicore resource contention persists. Real-world 

case studies confirm that integrated approaches measurably improve latency, deadline 

adherence, and control accuracy. 

Improving microcontroller responsiveness requires combining refined scheduling, 

hardware-accelerated latency reduction, and strategic edge computing. Future research should 

develop scalable, adaptive frameworks that address blocking delays through cross-layer 

optimization, standardized evaluation, and proactive mitigation for next-generation industrial 

automation. 
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