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Abstract:

The Internet of Things (loT) enables real-time monitoring and
transmission of power consumption data but introduces security
risks, including unauthorized access, data interception, and
manipulation. This study proposes an asymmetric cryptographic
mechanism based on the Rivest-Shamir-Adleman (RSA) algorithm
to secure sensor data in a power consumption anomaly detection
system. RSA public-key encryption and private-key decryption were
integrated into a power monitoring device to protect voltage,
current, power, and energy measurements during data
transmission. The security and computational performance of the
proposed mechanism were evaluated using encryption and
decryption time, Shannon entropy, and avalanche effect.
Experimental results showed an average encryption time of 114.322
ms and decryption time of 7.893 ms, resulting in a total processing
time of 122.215 ms, which remained below the defined system
evaluation threshold. The resulting ciphertext achieved an average
Shannon entropy of 7.173 bits, approaching the theoretical
maximum of 8 bits, while the average avalanche effect reached
49.993%, closely matching the ideal value of 50%. These findings
demonstrate that RSA can provide practical protection for
periodically transmitted loT sensor data while producing ciphertext
with desirable randomness characteristics for power consumption
anomaly detection applications.

INTRODUCTION

The advancement of digital

technology has fundamentally transformed data

communication and interaction, enabling rapid, efficient, and increasingly automated information

exchange through open networks,

including the Internet. One of the

most significant

developments in this domain is the Internet of Things (loT), which enables interconnected physical
devices to communicate and exchange data automatically through sensors and actuators [1]. This
capability improves operational efficiency and supports real-time monitoring and decision-
making across diverse application domains [2]. In power consumption monitoring systems, loT
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devices continuously acquire and transmit technical sensor parameters, including voltage, current,
power, and energy, to remote servers for storage, analysis, and visualization. Because these data
represent electricity consumption patterns and system operating conditions, unauthorized access,
interception, or manipulation may result in financial losses, operational disruptions, privacy
concerns, and inaccurate decision-making [3], [4]. Therefore, ensuring the confidentiality and
integrity of loT sensor data during transmission is an essential requirement for reliable and secure
power monitoring systems.

Cryptography protects sensitive information by transforming plaintext into ciphertext
accessible only to authorized parties [5]. This protection is particularly important in loT
environments, where sensor data are transmitted through networks vulnerable to unauthorized
access and interception. Among cryptographic methods, Rivest-Shamir—Adleman (RSA) is a widely
used asymmetric algorithm that employs separate public and private keys, reducing the need for
shared-secret key distribution [6], [7]. RSA has been applied to electronic document security [8],
evaluated for resilience against artificial intelligence-based attacks [9], and integrated into hybrid
cryptosystems to improve ciphertext entropy [10]. More recently, hybrid AES-RSA schemes have
been investigated for low-power loT communication, addressing security and resource constraints
[11]. In energy-related applications, real-time monitoring and anomaly detection are increasingly
important for improving the resilience and reliability of complex energy systems [12]. However,
these studies primarily address general cryptographic security, hybrid encryption, or energy-
system monitoring rather than securing periodically transmitted IoT sensor data. This gap
motivates evaluating standalone RSA for secure power-consumption monitoring.

Despite these contributions, an important research gap remains regarding the application
and evaluation of RSA for technical sensor data generated by loT-based power monitoring
systems. Existing studies have predominantly focused on electronic document authentication,
cryptographic resilience, hybrid encryption, and general information-system security [8]-[11].
Web-based data protection studies have also investigated cryptographic techniques for securing
sensitive information stored in MySQL databases [13]. Similarly, hybrid encryption approaches
have been proposed for secure and efficient data transmission in loT devices, highlighting the
importance of balancing communication security and computational efficiency [14]. Comparative
studies of symmetric and asymmetric cryptographic algorithms further indicate that encryption
mechanisms should be selected according to both security requirements and operational
conditions [15]. However, limited attention has been given to the feasibility of standalone RSA for
periodically transmitted loT sensor measurements in power consumption monitoring and
anomaly detection systems. Such systems require data protection without introducing excessive
computational overhead that could affect transmission and system responsiveness.

In particular, the simultaneous evaluation of computation time, Shannon entropy, and
avalanche effect for RSA-based protection of power consumption sensor data remains
insufficiently investigated. Shannon entropy provides a quantitative measure of uncertainty and
randomness in cryptographic outputs [16], while the avalanche effect evaluates the degree to
which small changes in plaintext affect the resulting ciphertext [17]. Alternative cryptographic
approaches, including Vigenere- and AES-based methods, have also been investigated for loT and
constrained environments [18], while previous evaluations have emphasized computational
performance as an important consideration for cryptographic algorithms deployed on loT devices
[19]. Lightweight encryption studies further demonstrate the need to balance security with
computational and communication efficiency [20]. Moreover, Rachmadini et al. [21] demonstrated
the use of Transport Layer Security (TLS) for securing MQTT-based loT data transmission and
evaluated encryption processing time and data integrity, highlighting the importance of security-
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performance trade-offs in loT communication. Nevertheless, empirical evidence regarding the
combined performance of standalone RSA in periodically transmitted power-consumption sensor
data remains limited.

Based on this gap, this study investigates the implementation and feasibility of RSA for
securing technical 10T sensor data in a power consumption anomaly detection system. The study
considers voltage, current, power, and energy measurements generated by a power monitoring
device and transmitted through an loT communication architecture. Unlike previous studies
addressing document protection, cryptographic resilience, hybrid encryption, or lightweight
cryptographic mechanisms [8]-[11], [14], [18], [20], this research focuses on standalone RSA for
periodically transmitted sensor data. The novelty lies in its integrated evaluation from three
complementary perspectives: computational efficiency, ciphertext randomness, and sensitivity to
plaintext changes. Computation time evaluates encryption and decryption overhead, Shannon
entropy measures ciphertext randomness, and the avalanche effect assesses sensitivity to small
plaintext modifications.

The main contribution of this research is empirical evidence regarding the feasibility of
RSA for securing loT sensor data in power consumption anomaly detection systems. By integrating
evaluation dimensions examined individually in previous cryptographic and loT studies [16], [17],
[19], this study provides a comprehensive assessment of RSA for periodically transmitted power-
consumption data. The results clarify whether RSA can provide effective data protection while
maintaining acceptable computational performance and desirable ciphertext characteristics,
thereby contributing practical evidence for the development of secure loT-based power
monitoring systems.

METHOD

This research method is designed to explain how the study was carried out, starting from
problem identification, system implementation stages, and the data security testing process. The
research workflow is shown in Figure 1.

Problem Literature System Data Collection Result
Identification Review Implementation and Testing Evaluation

Figure 1. Research Flow Diagram

1. Problem Identification

Problem identification is the first step in this research. Its goal is to understand, define, and
narrow down the issues to be studied in a systematic way. At this stage, we review the system
workflow, the components involved, the types of data sent, and any possible weaknesses that
could affect system security and reliability. In this study, the focus is on loT data security in a power
consumption anomaly detection system. The data from sensor devices, such as voltage, current,
power, and energy, are the main sources for monitoring and decision-making. Figure 2 shows the
system scheme to help explain this process.
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Figure 2. loT System Scheme for Power Consumption Detection

Based on the scheme, the integration process between devices requires |oT connectivity
so that data from the measurement device can be sent automatically to the processing system.
However, the use of open networks in the data transmission process has the potential to be
accessed, intercepted, or modified by unauthorized parties [1]. This issue is important because the
anomaly detection system relies heavily on data accuracy. If power consumption data can be
manipulated, the analysis and decision-making processes may produce incorrect conclusions [2].
Therefore, a security mechanism is needed to maintain data confidentiality and integrity during
transmission from the loT device to the server.

2. Literature Review

The literature review was conducted by collecting and analyzing literature from previous
studies, such as journal articles, scientific proceedings, and research reports relevant to the
research topic. The literature was used to strengthen the theoretical foundation and to understand
the suitability of the RSA algorithm for securing data in loT systems. In addition, the literature
review also served as a reference for determining security testing parameters, such as entropy
testing, avalanche effect testing, and computation time.

3. System Implementation

System implementation was carried out by integrating Internet of Things (IoT) devices, a
server, a database, and a data security mechanism based on the Rivest-Shamir-Adleman (RSA)
algorithm. The initial stage of system implementation began with generating an RSA key pair on
the server, namely the public key and the private key. The public key is sent or made available so
that it can be accessed by the microcontroller to encrypt sensor data. Conversely, the private key
remains stored on the server and is not shared with other devices. After the device obtains the
public key, the sensor measurement data are converted into numerical form and then encrypted
using the RSA algorithm. The encrypted data are then sent to the server and stored in the MySQL
database. Storing data in encrypted form in the database is an important part of the system
security design, because data stored in encrypted condition can reduce the risk of plaintext
exposure, unauthorized access, and data exploitation when database compromise occurs [3][4].
When the data are needed for monitoring, the server performs decryption using the private key
so that the data can be restored to their original form and displayed on the website. The data
security workflow design in this system is shown in Figure 3.
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Figure 3. loT Data Security System Flowchart
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Based on the design shown in Figure 3, the loT data security system in this study comprises three
main stages: RSA key generation, data encryption, and data decryption. Each stage of the RSA
algorithm implementation in the loT-based power consumption anomaly detection system is
described in the following subsections:

3.7 RSA Key Generation
RSA key generation is the process of creating a pair of keys consisting of a public key and
a private key used for data encryption and decryption. The public key can be shared with anyone
to encrypt messages, while the private key must be kept confidential because it is used to decrypt
messages [5]. In this system, RSA key generation is performed on the server. The following
equations describe the RSA key generation process.
1) The key generation process begins by calculating the modulus n by selecting two different
prime numbers, namely p and q:
n=p Xgq (1)
2) Next, the Euler function @(n) is calculated to determine the coprimality space in selecting the
public exponent e:
p(m)=@-D@-1 2)
3) The public exponent e is selected so that it is relatively prime to ¢(n) and lies within the
following range:
1<e<g@(n)and FPB(e,p(n)) =1 (3)
4) The private exponent d is selected, where if d is multiplied by the public exponent e, the result
is equal to 1 in modulo ¢(n) calculation.

d X e = 1(mod ¢(n)) 4)
5) Through this process, the following key pair is obtained.
Kpupiix = (e,n) and Kppjpar = (d,1) (5)

3.2 Data Encryption Process

Encryption is the process of transforming original data (plaintext) into a form that cannot
be read by unauthorized parties. In this system, data obtained from sensors, such as voltage,
current, power, and energy, are first converted into ASCII codes.
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Table 1. ASCII Code Example

Character Decimal Hexadecimal

A 65 41
B 66 42
C 67 43
D 68 44

After the plaintext is converted into numerical values, each plaintext value P is encrypted using
the public key (e,n). The RSA encryption process is expressed in equation 6.
C =P°modn (6)
3.3 Data Decryption Process
Within this system, decryption occurs exclusively when users access the monitoring
website to view power consumption data. At that point, the server utilizes the securely stored
private key (d, n) to convert encrypted data (ciphertext) into their original form (plaintext).
Consequently, the loT device transmits only encrypted data using the public key, and the original
data become accessible solely upon a request from the web monitoring system by the user. The
RSA decryption process is represented by the following equation.
P=C%modn (7)

4. Data Collection

Data collection was conducted after the RSA algorithm had been successfully implemented
in the loT-based power consumption anomaly detection system. The dataset consisted of 120
consecutive sensor readings collected directly from a single loT monitoring device under normal
operating conditions. The sensor measured four electrical parameters, namely voltage, current,
power, and energy, and transmitted the measurements to the server at 5-minute intervals,
resulting in a total monitoring duration of approximately 10 hours. Throughout the experiment,
the same RSA public-private key pair was used for all encryption and decryption processes. The
collected dataset represents actual sensor measurements rather than simulated data and was
subsequently used to evaluate RSA performance in terms of computation time, Shannon entropy,
and avalanche effect. The use of periodically collected sensor data reflects the operational
characteristics of the proposed lIoT monitoring system and enables a realistic assessment of RSA
implementation in continuous data transmission scenarios.

5. System Testing

System testing was performed to assess the performance and security of the Rivest-
Shamir-Adleman (RSA) algorithm for securing loT data within the power consumption anomaly
detection system. The evaluation utilized three primary parameters:
5.1 Encryption and Decryption Computation Time Test

The computation time test was conducted to determine the amount of time required by
the Rivest-Shamir-Adleman (RSA) algorithm to perform encryption and decryption on loT sensor
data. This test aims to provide an overview of data processing duration when RSA is applied to a
power consumption anomaly detection system. Encryption and decryption times are calculated
based on the difference between process completion time and process start time.
5.2 Entropy Test

The entropy test was conducted to determine the level of randomness of the ciphertext
generated by the RSA algorithm. The entropy calculation uses the Shannon Entropy concept
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shown in Equation 8.

Exy = —Z p(x;) log, p(x;) (8)
i=1

Description:

E(x)  :Ciphertext entropy value

P(xi) :Probability of occurrence of the i-th character
n : Number of characters in the ciphertext

5.3 Avalanche Effect Test
The avalanche effect test was conducted to determine how much the ciphertext changes

when a small change occurs in the plaintext. In a good cryptographic algorithm, a change of one
bit or one character in the plaintext should produce a large change in the ciphertext. The
avalanche effect value is calculated using Equation 9.

Baiss

AE = ——=—x100% 9)

Btotal

AE  :Avalanche effect value

Bdiff : Number of different bits between two ciphertexts
Btotal : Total number of bits compared

6. Result Evaluation

The determination of evaluation criteria in this study refers to information theory and
cryptographic theory. The entropy reference value refers to the Shannon Entropy concept
described in A Mathematical Theory of Communication, which has a maximum value of 8 [6]. The
avalanche effect reference value refers to the Strict Avalanche Criterion concept by Webster and
Tavares, which states that a small change in the input should ideally produce approximately 50%
change in the output [7][8]. Meanwhile, the computation time limit does not refer to a specific
book standard, but is determined based on the characteristics of the loT system in this study,
namely that data are transmitted once every 1000 ms. Therefore, the encryption and decryption
processes are considered good if they do not exceed 1000 ms.

Table 2. Evaluation Value References

Parameter Value Determination Basis
Entropy Maximum 8 bits Shannon Entropy Theory
Avalanche effect Ideal 50% Webster and Tavares

Computation time ~ Maximum 1000 ms  Research system requirement

RESULTS AND DISCUSSION
1. System Implementation Results

This study implements the Rivest-Shamir-Adleman (RSA) algorithm using the Python
programming language. Python is used to run the main RSA processes, namely key generation,
encryption, decryption, and testing of encryption results. The first step is to generate an RSA key
pair, consisting of a public key for encryption and a private key for decryption. Table 4 shows the
RSA key pair generation results in this study.
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Table 3. RSA Key Generation Results
Description Result
Public Key MIIBIJANBgkghkiGOWOBAQEFAAOCAQS8A..TQIDAQAB
MIIEvgIBADANBgkghkiGOWOBAQEFAASCBKgw...
D3yHAMiX

Private Key

Following key pair generation, the system encrypted sensor data from the loT device. The
encrypted data were transmitted to the server and stored in a MySQL database. This database
serves both as a storage medium and as a platform for data retrieval. MySQL supports export to
various formats, such as CSV, which facilitates subsequent data analysis using Python.

Table 5. System Database Display

id waktu tegangan arus daya energi waktu_dekrip  waktu_enkrip
155  2026-05 GYNEh+fJC  rPIRzlrpcXFI  XL67tmGVs  NEVZMfP/HX 6.590 114.679
156 2026-05 GDMhLWd2 KiB+1YReg1 HDjI5TuTo9c 1al90zfZsDW 7.589 114.169
157  2026-05 OPvGeanO9 2AAeR9sRZ/ fDsoSAJ1Z/b  qOWdHKIryA 4.530 114.337
158 2026-05 KNWrlAYém FB7zgfZAIlQ ZEHpCtzIAm  GACxSCbp2s 10.496 114.193

In addition to storing data in the MySQL database, this system also has a web dashboard
that displays decrypted data. The dashboard shows that the data security process does not stop
at encryption, but also successfully restores encrypted data into original data that can be read and
used for monitoring. Figure 4 shows the system dashboard display.

APL PROJECT Search for (>-] U] Polisi Listrik | &
() - Py
RUMAH 1

ENERGI LOSSES EN ERGI AKURASI REAL TIME

0.01 kWh 1.36 kWh 93.77% e— Anomali

Energi Rumah 1 Status Kelistrikan Rumah 1

Energi (KWh) eIV oA oW
O

0,010
0,009

0,008
0,007
£ 0,006
& 0.005
£ o00a
0,003
0,002
0,001

Waktu

Figure 4. Web Dashboard Display

2. Computation Time Test Results
Computation time testing was conducted to determine the duration of the RSA encryption
and decryption processes on loT sensor data. The computation time test was conducted using the
120 periodically collected sensor readings described in the data collection stage. The observed
parameters include minimum time, maximum time, and average processing time in the
encryption, decryption, and total time processes.
Table 6. RSA Computation Time Results

Process Samples Min. (ms) Max. (ms)  Average (ms)
Encryption 120 114.116 114.733 114.322
Decryption 120 3.362 15.786 7.893
Total Time 120 117.595 130.114 122.215
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Based on Table 6, the encryption time ranged from 114.116 to 114.733 ms, with an average
of 114.322 ms. The small-time difference indicates that the encryption process ran stably across
all samples. With a maximum time of 114.733 ms, the data security process can still be performed
quickly without disrupting sensor data transmission.In the decryption process, the obtained time
ranged from 3.362 to 15.786 ms, with an average of 7.893 ms. This result indicates that decryption
can be performed quickly, although some variations occurred in several samples. These variations
are still acceptable because the decryption process is carried out on the server side and may be
influenced by encrypted data retrieval, private key execution, and data processing before being
displayed on the dashboard.

Overall, the total RSA processing time ranged from 117.595 to 130.114 ms, with an average
of 122.215 ms. This value remains far below the system evaluation threshold of 1000 ms, indicating
that the RSA encryption and decryption processes do not impose a significant computational
burden on the system. With an average processing time of 122.215 ms, the RSA algorithm is
feasible for implementation in a power consumption anomaly detection system that requires
periodic data transmission. This result is comparable to the findings of Iftikhar et al. [9], who report
that cryptographic algorithm performance in 10T environments should be evaluated based on
speed, cost, and overall efficiency.

3. Entropy Test Results
The entropy testing results on 120 data samples show that the ciphertext from the four
sensor variables has relatively high values and falls within a close range. The testing data are
presented in Table 7, while Figure 5 is used to visualize the distribution of entropy values for each
sample.
Table 7. Entropy Test Results

ID Voltage Current Power Energy

1 7.161842 7.231764 7.132998 7.183212

2 7.203463 7.149657 7.174366 7.203701

3 7.167197 7.087547 7.241001 7.121847

120 7.135709 7.134032 7.246356 7.103273

Average 7.17348 7.180361 7.170801 7.16956
bt M A [ B N N,

: vmvvwvvwvvv Ve AR AE B WUV“
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/\\/\/\J\-««f\/\/\ AN AN AN AA A . e r/\”
e N \/‘\/"U V\/ \(\/\/ vV wvv\/quwu W

we
(bit)

Bl A DAt A A Al A M\A/\mN\ Dot mn AN e e
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Figure 5. Entropy Test Results Graph

Based on Table 7, the results of testing 120 data items have an average entropy value
above 7 bits. The highest average entropy value is found in the current variable at 7.180361,

135



Ardian B.F. et al. / Journal of Technology Informatics (JoTl), Vol.8, No.2, October 2026, Page 127-138

followed by voltage at 7.173480, power at 7.170801, and energy at 7.169560. The data distribution
in Figure 5 also shows that the entropy value of each sample fluctuates, but does not show
extreme differences between variables. This indicates that the ciphertext generated by RSA has a
stable randomness pattern across all sensor data, not only in one particular type of variable.

Overall, the average entropy obtained is 7.173551 bits. This value is close to the theoretical
maximum entropy of 8 bits, indicating that the encrypted ciphertext exhibits a high degree of
randomness in its character distribution. At this entropy level, the ciphertext does not easily reveal
patterns from the original plaintext, meaning that the transformation from simple numerical
sensor readings into encrypted data successfully produces a structure that is more difficult to
analyze or recognize. This result aligns with the findings of Silva-Garcia et al. [10] in the study "A
Hybrid Cryptosystem Incorporating a New Algorithm for Improved Entropy”, which reports that
entropy values approaching 8 bits indicate stronger randomness in encrypted data. Although the
obtained entropy is slightly lower than the ideal maximum, it still reflects adequate randomness
for 10T sensor data, which typically consist of short and structured numerical values.

4. Avalanche Effect Test Results

In the avalanche effect test, small changes in the original data produced ciphertext
changes that were very close to the ideal value. The testing results on 120 samples are presented
as follows:

Table 8. Avalanche Effect Test Results

ID Voltage (%) Current (%) Power (%) Energy (%)
1 48.29% 49.316406 50.146484  49.21875
2 48.4375 50.830078 50.292969 47.705078
3 49511719 51.953125 51.660156 50.097656
120 49902344 50.000000 51.074219 48291016

Average 49.990234 49.952393  50.100505  49.93042

e Perrdin e an A A A a N LA /\AANN\M
A VAR \/VV\/ VV\/ Y\/\/ V‘VV\/\IV V\/\/‘\/VV !

~ /\ P m/\/\/\ LA /\.« A rodrhoa AN A aa
5~“ I SVAVAV \/v' \/v \"\/\J SN —'\\/v VAR AV WY\/\/ =
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Sai mD\ N mber

Figure 6. Avalanche Effect Test Results Graph

Based on the testing results, small changes in the plaintext produced ciphertext changes
that were very close to the 50% reference value. The power variable had the highest average value
at 50.100505%, while the energy variable had the lowest average value at 49.930420%. This very
small difference indicates that RSA produces evenly distributed ciphertext changes across all
sensor data variables. The average avalanche effect of 49.993388% confirms that the RSA
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algorithm is highly sensitive to plaintext changes. These results indicate that RSA is capable of
producing a stable and nearly ideal change effect on power consumption IoT data. This result is
higher than the findings in the study entitled “Evaluation of the Effectiveness of Lightweight
Encryption Algorithms on Data Performance and Security on loT Devices” by Indrajati and Ashari
[11], where AES128 produced the highest avalanche effect of 39.29% among the tested
lightweight encryption algorithms. Thus, the average avalanche effect of 49.993388% in this study
indicates that RSA produces ciphertext changes that are very close to the ideal 50% criterion for
power consumption sensor data.

CONCLUSIONS AND SUGGESTIONS

This study demonstrates the feasibility of implementing the Rivest-Shamir-Adleman (RSA)
algorithm to secure periodically transmitted loT data in a power consumption anomaly detection
system. The proposed system successfully encrypts voltage, current, power, and energy
measurements before transmission and decrypts them for web-based monitoring. Based on 120
sensor readings, RSA achieved average encryption, decryption, and total processing times of
114.322 ms, 7.893 ms, and 122.215 ms, respectively, remaining well below the 1000 ms system
threshold. The ciphertext achieved an average Shannon entropy of 7.173551 bits, approaching the
theoretical maximum of 8 bits, while the average avalanche effect reached 49.993388%, closely
matching the ideal value of 50%. These results indicate satisfactory computational performance
and desirable ciphertext characteristics within the evaluated loT environment. However, the
findings are limited to the investigated system configuration, dataset, transmission interval, and
implementation environment. Future research should evaluate different RSA key sizes, larger
datasets, transmission frequencies, and resource-constrained loT hardware, as well as compare
RSA with lightweight symmetric and hybrid approaches such as AES and AES-RSA to assess
security, computational overhead, communication efficiency, and scalability.
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  n = p   × q


  𝜑  ( n ) = ( p − 1 ) ( q − 1 )


  1 < e < 𝜑 ( n )


  F P B  ( e , 𝜑  ( n ) ) = 1


  d × e ≡ 1 ( m o d   𝜑  ( n ) )


    K  P u b l i k = ( e , n )


    K  P r i v a t = ( d , n )


  C =   P  e   m o d   n


  P =   C  d   m o d   n


    E  ( X ) = −   ∑  i = 1  n  p  (   x  i )     l o g 2   p (   x  i )


  A E =     B  d i f f    B  t o t a l × 100 %

