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Article Information Abstract:  

 

As technology advances further, more crimes are being 

committed on social media. These days, people can connect to 

the internet using technological devices like PCs (Personal 

Computers) or portable electronic devices like smartphones or 

tablets. This study presents a dual-layer encryption system 

combining the Vigenère Cipher and MySQL’s AES_ENCRYPT() to 

enhance the security of web-based login systems. The system 

encrypts user credentials on the client side using the Vigenère 

Cipher and applies additional encryption on the server side with 

AES_ENCRYPT(). This approach ensures secure data transmission 

and storage, reducing risks of plaintext exposure and 

unauthorized access. Comparative testing demonstrated that 

the dual-layer encryption method significantly improves 

resistance to brute-force attacks and database breaches 

compared to conventional techniques like SHA-256. Encrypted 

credentials remain secure even in the event of a database 

compromise, as decryption requires the correct secret keys. The 

system’s design also highlights the importance of robust key 

management to maintain data confidentiality and integrity. 

While this method introduces minor performance overhead and 

requires careful implementation, its advantages in safeguarding 

sensitive user information outweigh these limitations. This dual-

layer approach is particularly suited for applications demanding 

high-security standards, making it a viable solution for 

mitigating contemporary cyber threats effectively. 
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INTRODUCTION  

As technology advances further, more crimes are being committed on social media. 

These days, people can connect to the internet using technological devices like PCs (Personal 

Computers) or portable electronic devices like smartphones or tablets [1]. Different kinds of 

encryption are available for use. Therefore, we require a system to safeguard and stop 

unauthorized parties from abusing data. The encryption method is one of the strategies 

employed in this investigation [2]. Effective internet security is becoming more and more 

necessary every day. It is the responsibility of businesses to prevent the loss or theft of sensitive 
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information. Such private information may be harmful if it is changed, lost, or ends up in the 

wrong hands. Therefore, they must create a plan that ensures the data will be safe from hackers. 

The foundation of delivering such a guarantee is cryptology [3]. The science of writing secrets 

is called cryptology. It consists of two components: cryptanalysis, which is the process of 

deciphering cryptography, and cryptography, which is the art of writing secrets. For the past 

2,500 years, cryptology has developed a variety of text-hiding systems [4]. A variety of methods, 

referred to as cipher techniques, are employed to encode the plain text into the cipher text by 

utilizing an algorithm and the key [5]. The process of securely transferring data between two 

parties without outside interference is known as cryptography. An algorithm and a key value 

are used in cryptography to transform data into a format that only the participants can 

comprehend. The method ought to be effective and simple for the communication participants 

to calculate. Participants in the communication process must be able to compute the algorithm 

with ease and efficiency. The key is used in conjunction with the algorithm so that it can be 

used repeatedly with different key values. This is because it is very challenging to come up with 

a new algorithm each time we want to share information with someone [6]. 

Through the process of encryption, a message that can be understood (known as 

plaintext) is transformed into a code that is challenging to decipher (known as the cipher text). 

On the other hand, decryption is the process of converting ciphertext back into plaintext. 

Certain keys and mechanisms are needed for the encryption and decryption processes [7]. In 

this research, the encryption method that will be used is the Vigenère Cipher. This cipher uses 

a transferring mechanism that shifts each character in the message by a different amount. To 

accomplish this, a table known as the "Vigenère Table," which is a matrix with 26 rows and 26 

columns, is used. The 26 language alphabets in the table are written out 26 times in multiple 

rows, with each letter being shifted cyclically to the left of the previous one [8]. 

 

 
Figure 1. 26 x 26 Vigenère Table 

 

The Vigenère code is a method of encoding text by replacing each character of the 

plain-text with another letter determined by adding of the plain text character to the index 

number of an arbitrarily chosen code word [3]. The Vigenère Cipher's simplicity and resistance 

to simple frequency analysis make it a well-liked polyalphabetic cipher. However, the key's 

repeated patterns are its vulnerability [9]. The encoding is often done using a table of rows of 

the alphabet, shifted according to the indices of the letters in the code word [4]. When the key 

and ciphertext are known, the plaintext will obviously also be known, making key security and 

distribution the crucial factors in this situation. This is among the disadvantages of algorithms 

that use symmetric keys [10]. 
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Figure 2. Symmetric Key Algorithm Scheme 

 

An improved Vigenere cipher that is more resistant to Kasiski and Friedman assaults is 

required in order to get beyond the Vigenere encryption's drawbacks [11]. In order to increase 

the security of the Vigenère Cipher, a number of changes have been suggested. These include 

ways to extend the character set of ciphers to include symbols and numbers, hybrid 

cryptographic systems that combine Vigenère with other ciphers, and dynamic key variations 

[12]. Implementing a safe web-based login system that is noticeably more resistant to 

cyberattacks is the aim of this study. Additionally, the security and speed of this technique will 

be compared against more traditional approaches like SHA-256. The first step in the procedure 

is client-side encryption of login credentials using a modified Vigenère Cipher, which was 

created to improve security and fix its conventional flaws. An extra server-side encryption step 

is then performed using MySQL's AES_ENCRYPT() function. AES_ENCRYPT() and the enhanced 

Vigenère Cipher are used in this dual-layer encryption to guarantee that intercepted data is 

extremely safe and unintelligible. 

 

METHOD  

System Architecture 

This study implements a dual-layer encryption system to secure login credentials by 

combining the Vigenère Cipher on the client-side and AES_ENCRYPT() on the server-side. 

Figure 3 illustrates the system workflow, where: 

a. The user inputs their credentials (username and password) into the login form. 

b. For new user registrations, the password is encrypted using the Vigenère Cipher algorithm 

on the client-side. 

c. The encrypted password is transmitted over a secure communication protocol (e.g., HTTPS) 

to the server. 

d. On the server-side, the AES_ENCRYPT() function is applied for additional encryption before 

storing the data in the database. 

e. During login, the user-provided credentials are encrypted with the Vigenère Cipher and sent 

to the server. 

f. The server retrieves the stored encrypted password and decrypts it using AES_DECRYPT(). 

g. The decrypted password is validated against the Vigenère-decrypted user input. 

h. If the credentials match, a session is created, and the user is redirected to the dashboard; 

otherwise, an error message is displayed.   

This workflow ensures a secure process for both storing and verifying login credentials. 
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Figure 3. System Architecture Flowchart 
 

Encryption and Decryption Process 

1. Client-Side Encryption with Vigenère Cipher 

The Vigenère Cipher is used to encrypt plaintext credentials on the client-side. The 

algorithm works as follows: 

a. Key Selection: A predefined encryption key is chosen. This key must be securely shared 

between the client and server. 

b. Character Substitution: Each character of the plaintext is shifted by the corresponding 

character in the encryption key. 

c. Ciphertext Generation: The encrypted credentials are converted into ciphertext, which is 

then transmitted to the server. 
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The mathematical formula for the Vigenère Cipher is: 

𝐶𝑖 = (𝑃𝑖 + 𝐾𝑗) 𝑚𝑜𝑑26                     (1) 

Where:  

Ci= Encrypted character. 

Pi = Plaintext character. 

Kj = Corresponding key character 

2. Server-Side Encryption with AES_ENCRYPT() 

 An additional layer of encryption is applied on the server side to enhance data security 

during storage. The MySQL AES_ENCRYPT() function, a symmetric encryption method 

renowned for its strength and effectiveness, is used in this procedure [14]. Through a 

combination of server-side encryption and client-side Vigenère Cipher, the system guarantees 

a two-layer encryption technique that protects personal information even in the event of 

database intrusion or interception [15]. A complete description of the procedure is provided 

below:  

a) Data Encryption. 

1. Once the credentials are received by the server from the client, the data is already 

encrypted using the Vigenère Cipher algorithm. 

2. On the server-side, this Vigenère-encrypted data undergoes further encryption using 

the AES_ENCRYPT() function. 

3. The AES_ENCRYPT() function takes the received data and encrypts it using a predefined 

secret key that is securely managed on the server. This secret key is critical, as it ensures 

the confidentiality and integrity of the encryption process. 

4. The double encryption (combining the Vigenère Cipher and AES_ENCRYPT()) ensures 

that the credentials are securely obfuscated, making it significantly harder for attackers 

to decipher even if they gain access to the data during storage or transmission. 

b) Database Storage 

1. The doubly-encrypted credentials are then stored securely in the database. Each entry 

is carefully managed to ensure that sensitive information remains protected against 

potential attacks, such as SQL injection or unauthorized database access. 

2. The use of AES_ENCRYPT() for server-side encryption prevents the database from 

storing plaintext data, reducing the risk of sensitive information being exposed during 

a breach. 

 

Implementation Steps 

1. Key Management 

a. Securely define and store the encryption key for both the Vigenère Cipher and 

AES_ENCRYPT(). 

b. Ensure restricted access to the AES secret key.\ 

2. Client-Side Encryption 

a. Encrypt the user's plaintext credentials using the Vigenère Cipher. 

b. Transmit the encrypted data securely using HTTPS. 

3. Server-Side Encryption 

a. Apply AES_ENCRYPT() to the received data. 

b. Store the doubly-encrypted credentials in the MySQL database. 

4. Login Verification 

a. Decrypt stored credentials using AES_DECRYPT(). 

b. Compare the decrypted data with the user input.      
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RESULTS AND DISCUSSION  

Results 

The system was tested by comparing the dual-layer encryption method (Vigenère 

Cipher + AES_ENCRYPT()) with conventional methods such as SHA-256 hashing. The tests 

included scenarios like brute-force attacks and database theft simulations. 

a. Resistance to Brute-Force Attacks 

The combination of two encryption layers significantly increased the time required 

for brute-force attempts compared to single-layer methods like SHA-256. The added 

complexity of the Vigenère Cipher and AES_ENCRYPT() made it computationally expensive 

for attackers to guess the credentials. 

b. Security of Stored Data 

Even if the database is compromised, the data remains unreadable without the 

correct AES decryption key. The dual encryption ensures that credentials cannot be directly 

exploited by attackers. 

The test results indicate that the proposed system offers a higher level of security 

for user credentials, particularly against common database and network-based attacks. 

 

Table 1. Comparison of Security Methods 

 

 

 

 

 

1. Implementation of the System 

The dual-layer encryption system combining Vigenère Cipher and AES_ENCRYPT() has 

been successfully implemented. Below are the main components of the system: 

a. Registration Page 

1) Users can register by entering their username and password. 

2) The data is encrypted using the Vigenère Cipher on the client-side and further encrypted 

with AES_ENCRYPT() on the server-side before being stored in the database. 

 
Figure 4. Registration Form 

 

 

b. Login Page 

1) Users input their credentials on the login page. 

2) The input is encrypted with the Vigenère Cipher and validated against the stored 

encrypted credentials in the database using AES_DECRYPT(). 

Methods Brute Force Attack Data Theft 

SHA-256 Vulnerable Vulnerable 

Vigenère + AES Secure Secure 

MD5 Vulnerable Vulnerable 
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Figure 5. Login Form 

 

c. Dashboard Page 

Upon successful login, users are redirected to the dashboard, which confirms the validity of 

the entered credentials. 

 
Figure 6.  Dashboard Page 

 

 

2. Encryption and Decryption Process 

The system was tested using sample credentials to verify the functionality of the encryption 

and decryption processes. Table 2 shows the plaintext data, results after applying Vigenère 

Cipher and AES_ENCRYPT(), and the decrypted data during login validation. 

 

Table 2. Encryption and Decryption Results 

 

 
Figure 7.  Encrypted Binary Data in Database 

Discussion 

 A significant improvement in the security of web-based login systems is provided by a 

two-layer encryption technique, which combines the Vigenère Cipher and AES_ENCRYPT() [16]. 

This approach enhances the overall security posture of the system by encrypting both the client 

and server [17]. By preventing plaintext data from being sent directly over the network, the 

Vigenère Cipher, the first layer, reduces the likelihood of transmission interception. The 

encrypted text produced by the Vigenère Cipher is complex enough to withstand simple 

cryptanalysis without a shared key, even if the data is intercepted by an attacker. 

Plaintext After Vigenère Cipher After AES_ENCRYPT() After Decryption 

admin bhlql Encrypted Binary Data admin 

password123 rbvawskd456 Encrypted Binary Data password123 

securePass whjlgwpih Encrypted Binary Data securePass 
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 An extra layer of security is added on the server side by AES_ENCRYPT(). Data encrypted 

with AES_ENCRYPT() cannot be decrypted without the matching decryption key [18]. This 

feature is very important for maintaining the security of credentials stored in the database. 

Without a secret key, the encrypted data cannot be accessed even if the database is 

compromised, thereby significantly reducing the likelihood of data exploitation and 

unauthorized access. This dual-branch approach ensures strong defense against database-

focused attacks such as brute-force decryption attempts or SQL injection [19]. 

 However, this strategy is not without difficulties. Key management is one of the 

important components. To maintain the integrity of the system, the AES secret key needs to 

be stored and kept securely [20]. The entire encryption system is at risk if the key is 

compromised or leaked, as hackers may be able to decrypt all the stored data. To ensure long-

term security, strict key management procedures are required, such as regular key rotation and 

secure storage options. 

 The performance overhead that dual-layer encryption introduces is another drawback. 

Although this approach greatly increases security, the encryption and decryption processes 

take longer to complete. Particularly in systems managing high data volumes or multiple user 

requests at once, users may encounter minor delays when logging in and registering. Even 

though the effect is usually negligible, high-performance settings where speed is essential may 

still encounter difficulties. 

 A dual-layer encryption system's implementation also necessitates meticulous 

preparation and execution. In contrast to single-layer techniques like SHA-256, combining two 

encryption algorithms adds complexity. The smooth operation of both layers requires 

developers to take error handling and encryption-decryption compatibility into consideration. 

To prevent implementation flaws or inconsistencies, sufficient testing and validation are 

required. Despite these drawbacks, the dual-layer encryption method offers a substantial 

improvement in protecting private information. It provides a well-rounded solution that 

successfully addresses contemporary security issues while giving data confidentiality and 

integrity top priority. In situations where high security standards are required, the benefits 

exceed the disadvantages, despite the trade-offs of increased complexity and minor 

performance degradation. Because of this, the method is appropriate for applications that 

manage sensitive user data, like financial information, login credentials, or private documents.  

 Future developments might concentrate on investigating cutting-edge key 

management systems and streamlining encryption algorithms to minimize performance 

overhead. The dual-layer encryption technique can develop further into a more reliable and 

effective way to secure web-based systems by tackling these issues. 

 

CONCLUSIONS AND SUGGESTIONS  

To improve the security of web-based login systems, this study effectively illustrated 

the deployment and assessment of a dual-layer encryption system that combines the Vigenère 

Cipher and AES_ENCRYPT(). The outcomes demonstrate how well this strategy handles 

important flaws in traditional techniques, like unapproved database access and plaintext 

exposure during transmission. The system guarantees strong data security during transmission 

and storage by implementing an extra encryption layer using AES_ENCRYPT() on the server-

side and encrypting credentials on the client-side using the Vigenère Cipher. 

According to the study, when compared to more conventional hashing techniques like 

SHA-256, the dual-layer encryption method greatly improves resistance to brute-force attacks 
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and database theft. Sensitive user data is protected because, even in the event of a database 

breach, the encrypted credentials cannot be decrypted without the right decryption keys. For 

applications that demand high levels of data protection, the implementation's slight 

performance overhead is justified. Furthermore, the dual-layer strategy emphasizes how crucial 

efficient key management is. Because the AES secret key is crucial to maintaining the system's 

integrity, it must be securely stored and rotated on a regular basis. The system offers a scalable 

and secure solution for contemporary web-based systems, despite obstacles like 

implementation complexity and processing delays.Future research might concentrate on 

lowering latency in the encryption process, enhancing key management procedures, and 

investigating hybrid cryptographic models to further improve security. This study shows how 

cryptographic techniques can be combined to build robust systems that can successfully 

counteract modern cyberthreats. 
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